American Journal of Artificial
Intelligence and Neural
Networks

AR
AUSTRA & LIAN

SCIENCE JOURNALS

australiansciencejournals.com/ajainn

E-ISSN: 2688-1950

Self-Healing Memory Architectures for Large
Language Model-Based Multi-Agent

Collaboration

Toby Walshl, Anton van den Hengel2, Stephen J. Roberts3*
School of Computer Science and Engineering, University of New
South Wales (UNSW Sydney), Sydney, NSW 2052, Australia
Corresponding author: toby. walsh(@unsw.edu.au

Abstract

Multi-agent systems built on large language models (LLMs)
frequently exchange contextual memory, creating potential vectors
for poisoning through malicious prompts or corrupted state
propagation. This study proposes a self-healing memory
architecture combining semantic anomaly detection and consensus-
based repair. Memory embeddings are continuously monitored
using cosine similarity drift detection relative to historical stable
clusters. When abnormal divergence exceeds a threshold (6 = 0.35),
a cross-agent consensus mechanism reconstructs corrupted
segments through majority voting and redundancy checks.
Evaluation was conducted on 18 collaborative reasoning tasks
involving 10-20 LLM agents. Under simulated adversarial prompt
injection, task accuracy declined by 29.5% in baseline settings but
only 8.3% under the proposed repair framework. Memory
corruption persistence time decreased from 14.2 interaction rounds
to 4.7 rounds. The architecture enhances resilience against semantic
memory poisoning in collaborative LLM ecosystems.
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1.INTRODUCTION

Large language model (LLM)-based multi-agent systems have
become an important paradigm for collaborative reasoning,
planning, and complex task solving. In these systems, multiple
agents interact through message exchange, role coordination, and
iterative feedback, allowing them to decompose difficult problems
into manageable subtasks and integrate intermediate conclusions
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into a final response. Memory plays a central role in this process. It
stores previous messages, retrieved knowledge, intermediate
reasoning results, and task-specific context, thereby enabling agents
to maintain continuity across multiple interaction rounds and
preserve consistency in long-horizon collaboration. Recent studies
have shown that memory sharing can substantially improve
cooperation quality, reasoning depth, and overall task performance
in multi-agent environments [1,2]. At the same time, this advantage
introduces an important security concern. Once incorrect,
manipulated, or malicious information enters a shared memory
store, it may be retrieved repeatedly in later tasks and continue to
influence agent decisions long after the initial contamination. More
recent evidence further suggests that poisoned memory in
collaborative environments is not merely a local disturbance, but can
propagate through shared interaction pathways and require
dedicated repair mechanisms to prevent persistent degradation of
system behavior [3]. This risk is particularly serious in multi-agent
settings because agents do not operate in isolation. They exchange
intermediate judgments, pass retrieved content to peers, and reuse
shared contextual traces during collective reasoning. Under such
conditions, a single corrupted memory fragment may affect not only
one agent, but also the consistency and reliability of the entire
collaborative process [4,5]. Recent research has examined memory
poisoning in LLM agent systems from several complementary
angles. Existing studies have shown that attackers can insert
malicious content into long-term memory modules or external
knowledge sources connected to agent workflows, causing later
retrieval steps to produce distorted reasoning and misleading outputs
[6]. Related work has demonstrated that harmful records may also
be introduced indirectly through user interactions, after which they
are stored and later reused as deceptive contextual examples during
future tasks [7,8]. Other studies have reported that poisoned memory
can remain active across multiple interaction rounds, which makes
the attack effect cumulative rather than transient [9,10]. These
findings indicate that memory poisoning is fundamentally different
from one-step prompt manipulation. Its influence may persist over
time, interact with retrieval mechanisms, and reappear in future
reasoning stages even when the triggering input is no longer present.
The security challenge becomes more severe in collaborative LLM
systems because communication itself can amplify contamination.
During multi-agent reasoning, agents exchange observations, partial
conclusions, tool outputs, and confidence-bearing messages in order
to refine their decisions. If corrupted information is embedded in
these communication traces, it may shape the reasoning trajectory
of several agents at the same time. Recent studies have shown that
manipulating communication messages can disrupt the behavior of
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multiple agents even when only a limited part of the system is
directly compromised [11,12]. This propagation effect is especially
concerning in architectures that rely on iterative discussion or role-
specialized cooperation, where one agent’s output can become
another agent’s input in the next reasoning step. Surveys on LLM-
based multi-agent systems have also emphasized that
communication structure is strongly related to system reliability,
robustness, and error accumulation [13,14]. As a result, memory
poisoning in collaborative environments should not be viewed only
as a storage-level anomaly. It is also a coordination-level threat that
can spread through repeated retrieval, message passing, and
consensus formation. Current defense strategies mainly focus on
malicious prompt detection or suspicious input filtering.
Representative methods include semantic similarity screening,
embedding-based anomaly detection, and defensive prompt
engineering techniques designed to block injection attempts before
they influence downstream reasoning [15]. These approaches can
reduce the risk of direct prompt-based attacks in many cases,
particularly when harmful instructions are explicit and appear at the
input stage. However, their effectiveness becomes limited once
corrupted information has already entered the memory store. At that
point, the attack is no longer only an input problem. It becomes a
memory persistence problem, because the contaminated content
may be reactivated repeatedly through retrieval and incorporated
into future task execution. Conventional filtering methods often lack
an explicit mechanism to reassess or repair previously stored
memory units after contamination has occurred. As a result, they can
help reduce new attack entries, but they do not adequately address
the long-term influence of poisoned memory that has already
become part of the shared context. Another limitation in the current
literature is that most existing defense methods are designed for
single-agent or prompt-centric settings, while memory reliability in
collaborative multi-agent systems remains insufficiently studied. In
practical multi-agent environments, the main challenge is not only
whether a memory item is suspicious in isolation, but also whether
it remains semantically consistent with stable historical patterns,
whether it conflicts with redundant contextual evidence across
agents, and whether it continues to distort collective reasoning over
time. These questions are highly relevant for systems that depend on
long-horizon interaction, shared memory retrieval, and iterative
cross-agent verification. Yet current research still provides limited
evidence on how semantic corruption should be detected once it is
embedded in memory, how recovery should be triggered without
excessive false alarms, and how repaired memory can be
reintegrated into collaborative reasoning without harming useful
contextual continuity. Recent work on multi-agent reasoning
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provides a potentially useful direction for addressing this problem.
Studies on consensus-based reasoning suggest that agreement
among multiple agents can improve decision reliability, especially
when individual agents have partial uncertainty or make local errors
[16,17]. When several agents independently evaluate the same
information, majority agreement or consistency checks may help
suppress isolated mistakes and reduce the influence of unreliable
outputs. This idea is particularly relevant for memory security. If
collaborative systems can use inter-agent agreement to validate or
reconstruct suspicious memory content, then the same cooperation
mechanism that improves reasoning quality may also support
memory repair. In this sense, collaboration is not only part of the
attack surface, but also a potential source of resilience. A well-
designed multi-agent framework may be able to detect abnormal
semantic drift, compare suspicious records against redundant
evidence, and restore corrupted memory segments before they
continue to affect downstream reasoning. This study proposes a self-
healing memory architecture for LLM-based multi-agent
collaboration. The proposed framework monitors memory
embeddings over time and evaluates whether newly stored or
retrieved memory content exhibits abnormal semantic deviation
relative to stable historical patterns. When the deviation exceeds a
predefined threshold, a repair process is activated across multiple
agents. Rather than treating all stored memory as equally
trustworthy, the framework re-examines suspicious memory
segments through collaborative validation, majority voting, and
redundancy-based consistency checks. This design aims to move the
defense boundary from simple input filtering to memory-level
reliability control, where persistent contamination can be identified
and corrected before it repeatedly influences future reasoning. The
purpose of this study is to improve the robustness of LLM-based
multi-agent systems against memory poisoning while preserving the
benefits of shared contextual reasoning. More specifically, the work
investigates whether abnormal semantic changes in memory can be
detected early through embedding-based monitoring, whether
corrupted memory can be repaired through collaborative agreement
among agents, and whether such a mechanism can reduce the long-
term impact of poisoning on reasoning quality and task stability. The
significance of this study lies in its attempt to treat memory not as a
passive storage component, but as a dynamic and security-critical
part of collaborative intelligence. By introducing a self-healing
mechanism into the shared memory pipeline, this work seeks to
provide a practical foundation for safer multi-agent reasoning in
environments where long-term memory reuse is essential, but the
trustworthiness of stored information cannot be assumed.
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2.Materials and Methods

2.1 System Samples and Experimental Environment
Experiments were conducted on collaborative LLM agent systems
designed for multi-step reasoning tasks. The evaluation set included
18 tasks covering logical reasoning, planning, and knowledge-based
questions. Each task involved groups of 10-20 agents that
communicated through shared memory and message exchange. All
agents used the same base language model but maintained separate
memory states. During each interaction round, agents retrieved
stored memory, produced responses, and updated the shared
memory space. To simulate memory poisoning, adversarial prompts
were inserted during selected interaction rounds. These prompts
generated corrupted memory records that could influence later
reasoning steps. All memory updates and agent outputs were
recorded during the experiments.

2.2 Experimental Design and Control Settings

Two experiment settings were used. The baseline setting used a
standard shared memory structure without any repair mechanism. In
this case, poisoned memory remained active until it was replaced by
later updates. The second setting used the proposed self-healing
memory architecture. When abnormal memory records were
detected, a repair process was triggered across multiple agents. Each
reasoning task was tested under both settings to allow direct
comparison. Every task was repeated five times using different
random seeds to reduce the effect of stochastic outputs from the
language model. Task accuracy, memory corruption duration, and
repair success rate were used as the main evaluation indicators.

2.3 Measurement Method and Quality Control

System performance was evaluated using several indicators. Task
accuracy was calculated as the proportion of correct final answers
produced by the agent group. Memory corruption duration was
defined as the number of interaction rounds during which corrupted
memory remained active. Semantic deviation between memory
embeddings and historical stable memory clusters was used to
identify abnormal records. To ensure reliable results, the same
prompts and task instructions were used across both experiment
settings. Random seeds were controlled to maintain consistent
experimental conditions. All memory updates and agent responses
were stored for verification. Additional tests confirmed that the
repair mechanism was not triggered during normal interactions
without adversarial prompts.

2.4 Data Processing and Model Formulation

Memory records were represented as embedding vectors produced
by the language model encoder. Let m! denote the embedding of
memory record i at interaction round t. Semantic drift was measured
using cosine similarity between the current embedding and the
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centroid of the stable memory cluster. The drift value was calculated
as

L, mjc
" Imillcl
where ¢ represents the centroid vector of previously verified
memory records. If D{>§, the memory record was considered
abnormal. In the repair stage, candidate memory vectors proposed
by multiple agents were combined through a consensus rule. If k
agents produced candidate vectors vy,vs,...,vy, the repaired memory

embedding was computed as

k
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This process allowed the system to detect abnormal memory states
and reconstruct reliable memory values during collaborative
reasoning.

3.Results and Discussion

3.1 Influence of the repair architecture on task accuracy

The proposed self-healing memory architecture improved task
accuracy under adversarial prompt injection. In the baseline setting,
task accuracy decreased by 29.5%, which shows that poisoned
memory strongly affected later reasoning steps. After the repair
mechanism was introduced, the accuracy loss was reduced to 8.3%.
This result indicates that semantic drift detection can identify
abnormal memory changes early and prevent them from influencing
later reasoning. Earlier studies mainly demonstrated that poisoned
memory can remain active and influence agent outputs over time.
However, they rarely examined how collaborative systems can
restore reliable memory once corruption has occurred. The present
results show that combining detection and repair can limit the
negative effect of poisoned memory [18]. An example of memory
poisoning in LLM agents is shown in Fig. 1.

Page 154 of 11



LLM Agent Adversarial embeddings Adversarial action

Inference 1. metoomare aipor. y ',_'0: o _ Malicious QE ____ Driving Plan: SUDDEN STOP
Drive smoothand be safe! | @Porw | il demos Action: Full brake, no throttle
+ s o
o p Query encoder oo °
User Instruction 0 ° Benign action
4 09 ° 00
User Take me to O’Hare girport. - - = ---=+0 b . Driving Plan: Move Forward
] B¢ enign —.© demos| = 00 ¥ Action: Slight throttle
. . — J EN o >,
Optimized trigger @ Memory]/ led, beddi ing Module
’
| Input LLM Agent Output
________________________________________________________________________________ =
Iterative Trigger . i
. . B8 Embeddings - Top-k candidates !
Optimization I St .
Unique region Current trigger :
’ g 1
/
I /" More compact QueryI encoder >
pout =8 ‘ : Target Action Coherence
Drive ! Gradient approximation S —ctir Drive
carefully ' : ;m::; —= .:‘:ly. = . smooth
and pay ] “harsh” I “harsh” W and be
attention. a R . “carefully” W “carefully” m— safe. |
4 2__.% 6y Random Drive [MASK] and be .. |~ Likelihood of target | | scores of in-context —
Trigger R —————— adversarial action coherence Optimized

s token
oL ««9:" Top-m token candidate set

Lepe
Uniqueness Compactness

initialization Lo Lot trigger

Figure 1:Example of a memory poisoning attack affecting stored agent knowledge.

3.2 Reduction of memory corruption duration

The repair mechanism also shortened the time that corrupted
memory remained active. In the baseline setting, corrupted memory
persisted for an average of 14.2 interaction rounds. With the
proposed architecture, this value decreased to 4.7 rounds. This
reduction is important because long-lived corrupted memory can
influence many reasoning steps. Once harmful information remains
in shared memory, it can be repeatedly retrieved by different agents.
Previous studies reported similar persistence problems in memory
poisoning attacks. Compared with these studies, the present
approach not only detects abnormal memory states but also removes
their influence more quickly [19,20].

3.3 Effect of consensus-based reconstruction

Consensus-based reconstruction played a key role in system
recovery. When several agents evaluated the same memory record,
majority voting helped restore a reliable memory representation.
This process reduced the influence of corrupted records that
originated from a single agent or prompt. Earlier research on multi-
agent systems showed that communication can spread harmful
information across agents. The present results show that
communication can also support system recovery when consensus
mechanisms are used [21]. A related example of communication
influence in multi-agent systems is illustrated in Fig. 2. These
findings indicate that agreement among agents can help maintain
reliable shared memory.
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Figure 2:Influence of inter-agent communication on information propagation in a
collaborative system.

3.4 Comparison with previous studies

Compared with earlier work, this study focuses on memory repair
rather than only attack detection. Many existing methods attempt to
block malicious prompts before they affect the system. Other studies
show that poisoned memory can persist and degrade system
performance. However, few approaches examine how collaborative
agent systems can recover after memory corruption has already
occurred. The proposed framework combines semantic anomaly
detection with consensus-based reconstruction to address this
problem. This design allows collaborative systems to restore reliable
memory during ongoing interaction. Although the current
evaluation uses a limited number of reasoning tasks and agent
groups, the results suggest that self-healing memory mechanisms
can improve robustness in multi-agent LLM environments.
4.Conclusion

This study presents a self-healing memory architecture for large
language model-based multi-agent collaboration. The proposed
framework monitors memory embeddings and identifies abnormal
semantic changes during interaction. When abnormal drift is
detected, a consensus-based repair process reconstructs corrupted
memory using information from multiple agents. Experimental
results show that this method improves system robustness under
adversarial prompt injection. Task accuracy remains higher than in
the baseline setting, and the duration of corrupted memory states is
clearly reduced. These results show that combining semantic
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anomaly detection with consensus repair can limit the influence of
poisoned memory in collaborative environments. Unlike earlier
studies that mainly focus on attack detection or prevention, this
work introduces a repair mechanism that restores corrupted memory
during ongoing interaction. This design may support more reliable
multi-agent reasoning systems in applications such as collaborative
problem solving and automated decision support. However, the
current evaluation uses a limited number of tasks and simulated
attacks. Real systems may include more complex communication
patterns and larger agent networks. Future work should evaluate the
architecture in larger collaborative systems and under more diverse
attack conditions. Despite these limits, the results indicate that self-

healing memory mechanisms can improve the stability of LLM-

based multi-agent systems.
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